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Using Email Safely

Email has become one of the fastest and
simplest ways to communicate around the
world. As a result, it has also become one
of the primary methods cyber criminals will
use to attack you on the Internet.

	
  

day. Email has become a cheap
and effective way to attack people

Privacy: Be careful of what

around the world. As a result, you

you send in an email. When you

need to use email carefully. In this

send an email across the internet,

newsletter, we discuss the most

that email can be intercepted and

common email attacks and the

read,

steps you can take to protect

addition,

yourself,

archived and stored forever. If you

your

organization.

family,

and

our

just

like
email

a
is

postcard.

In

permanently

This newsletter is published by
Idaho State University, for more
information please contact us at:

have something highly confidential
to communicate, encrypt the email
or call the person instead.

© The SANS Institute 2011

help@isu.edu

	
  

Spear
Phishing	
  
So far, all the attacks we have
discussed are designed to attack
as many people as possible.
However, cyber criminals have
developed an even more
dangerous type of attack called
Spear Phishing. This type of attack
is when criminals target you or our
organization. Instead of sending
out millions of emails, they only
send a few emails specifically
targeting certain individuals in our
organization.
The reason these targeted
attacks are more dangerous is
because the criminals do extensive
research first. They learn who
works in our organization, who
you communicate with, and what
your internal emails look like. They
then create customized emails
based on this information and send
these emails to specific individuals.
As a result, when the intended
target receives these emails, they
are often fooled and fall victim.
Since there are so few emails
being sent, spear phishing attacks
are harder to detect. These attacks
are often missed by anti-virus or
email filters. Remember, if an
email or message seems
suspicious, it most likely is an
attack. If you are not sure, contact
your help desk or information
security team.

The Attacks
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