	
  

SOCIAL NETWORKING SAFELY
Problem

Solutions
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world.
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information you want to share, how
often,
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with

whom.

Some

In addition, organizations hiring
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new

even hourly, posting what they are

reviewing new students often do

doing,
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However, be careful what you

details such as your birth date,

differently, but they are all designed
allow

of your life

Social Networking

employees
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on
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hobbies, and their favorite music.

social networking sites such as

What

so

Facebook. To protect your future,

powerful is how easy it is to share

do not post any embarrassing
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Your Privacy
Settings
Most social networking sites
such as Facebook offer privacy
controls. These are settings you
can configure to determine who
can and cannot access information
on your page. The intent is to give
you the ability to publish private
information, then share that
information with only specific
people. The problem with most
privacy controls is they are
complex. You may think your
information is protected, but you
may be surprised to learn others
can access it, such as Friends of
Friends. Also, privacy controls may
not work as you expect, so in some
cases people who are not your
friends or even third-party
applications can still access your
information. Finally, even once
you figure out the privacy options
they often change.
The best way to protect
yourself is to limit the amount of
personal information you post. In
fact, it is best to assume any
information you do post will
eventually become public,
regardless of the privacy controls
you use. If you do not want your
boss, coworkers, or family
members to find out about it, you
shouldn’t post it.
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4. Trusting Others

About You

One of the exciting features about

Even more challenging to control is

social networking is the ability to

information others publish about you.
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Another common attack occurs
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about you, then contact the website’s

using your trust of others to attack

abuse center.

you. So be careful. If a friend’s
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3. Third Party Apps and Games
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Some social websites have additional
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